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Add SQL Server Instance + Add Manually | X

=3 1-100f56 »
Instance Name Server Name v
SQLEXPRESS AD360-DC2
MSSQLSERVER AD360AUTO-BASE
SQLEXPRESS AD360AUTODC2
MSSQLSERVER ADAP-MS1
EPOSERVER ADAP-MS5
SQLEXPRESS ADITHYA 5256
GFT ADMIN-SHUTTLE-W
MSSQLSERVER ADMP-LOGS

SQLEXPRESS ADSSP-DC4
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JumpTo LogReceiver A%

EventlLog Analyzer ) [ENOM Compliance  Search  Correlation  Alerts  Semings  LogMe  Support + Add Log
Windows Unix Applications Network Devices Threats Favourites My Reports User Based Reports WatchGuard ~ Customize « 2019-02-04 00:00:00  2019-03-05 23:59:59
Q Group / Report 1 O 3 Created Tables | Criteria: Devicew  Userw Schedule Export~ | o

» SQL Server Advanced Auditing Re...
* SQL Server DBCC Information Rep...

} SQL Server Host Activity Report

» SQL Server Integrity Report 1500
» SQL Server Permission Denied Re
£ 1000
» SQL Server Violation Report é
% SQLServer DDL Auditing Report 00
Created Databases 0
Dropped Databases glawinie-l
Device
Altered Databases
Created Tables
= M| 1-100f1228 >
Dropped Tables
Username Device Instance Name Session ID Database Name Schema Name  Object Name Time
Altered Tables
Created Views
ELA-WINTO0-T%admin  ELA-WINT0-1  ELA-WIN10-1 56 eventlogreinitialize dbo TerminalServiceLogs_Hr_Trend_Base 2019-02-07 21:11:10
Dropped Views
ELA-WINTO-T\admin  ELA-WINT0-1  ELA-WIN10-1 56 eventlogreinitialize dbo TerminalServiceLogs_Hr_Trend_Base 2019-02-07 21:11:10
Altered Views
ELA-WINTO-T\admin  ELA-WIN10-1  ELA-WIN10-1 56 eventlogreinitialize  dbo TerminalServiceLogs_Hr_Trend_Base 2019-02-07 21:11:10
Created Stored Procedures
ELA-WINTO-T\admin  ELA-WINT0-1  ELA-WINT0-1 56 eventlogreinitialize dbo Mssql_Audit_Hr_Trend_Base 2019-02-07 21:11:10
Dropped Stored Procedures
ELA-WINTO0-T%admin  ELA-WINT0-1  ELA-WIN10-1 56 eventlogreinitialize dbo TerminalServiceLogs_Hr_Trend_Base 2019-02-07 21:11:10
Altered Stored Procedures
Created Index ELA-WINTO-T\admin  ELA-WINT0-1  ELA-WIN10-1 56 eventlogreinitialize dbo Mssql_Audit_Hr_Trend_Base 2019-02-07 21:11:09
Dropped Index ELA-WIN10-T\admin  ELA-WIN10-1  ELA-WINT0-1 56 eventlogreinitialize  dbo Mssql_Audit_Hr_Trend_Base 2019-02-07 21:11:09
Altered Index ELA-WINTO-T\admin  ELA-WINT0-1  ELA-WINT0-1 56 eventlogreinitialize dbo Mssql_Audit_Hr_Trend_Base 2019-02-07 21:11:09
Created Triggers ELA-WIN1TO0-T%admin  ELA-WINT0-1  ELA-WIN10-1 56 eventlogreinitialize dbo PrinterLogs_Hr_Trend_Base 2019-02-07 21:11:09
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Download Personalized Demo  JumpTo  LogReceiver A
EventLog Analyzer ) Home Reports  Compliance  Searcn |RE RN Alers  Setings  LogMe  Support + Add
& Search available reports Suspicious SQL backup activity View old data | Eg Manage Rules
Recentincidents. _ -
@ Schedule report Period 2017-08-31 2 2017-09-30 21:29:5
llu Correlation Reports
Custom > o 75
g
H]
User account threats » S
System/server threats 4 =0
Wek server threats 4
25
Database threats -
Multple tables dropped o
& o 3 & & a & o a & 3 A ® o o
Repeated SQL injection attem... @“\ o° \{\P" o P \\.1,“\ o @ Ox\q of‘\\ & g@o “r-;\i N Y .;\;“\\ o“lq \{‘{'\ @
Suspicious 5QL backup activity
Ransemware attacks 4
File integrity threats 4
Potential Windows threats 4 1-1000f110 » » 100w | M3
ial Uni »
Porential Unix threats End Time Device name Username Device type History
»
Cryptocurrency 2017-09-22 17:58:00 192.168.218.134 administrator Windows Event umeline
File Management 3
2017-09-22 17:58:00 192.168.218.134 administrator Windows Event imeline
Potential network threats 4
2017-09-22 17:58:00 192168.218.134 administrator Windows Event timeline
Group Management 4
2017-09-22 17:58:00 192.168.218.134 administrator Windows Event imeline
2017-09-22 17:58:00 192.168.218.134 administrator Windows Event umeline
W Scheduled Reports 2017-09-22 17:58:00 192.168.218.134 administrator Windows Event timeline
2017-08-22 17-58-00 192 168 21R 134 administrator Windows Fvent fimeline
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Reports Compliance Search Correlation

Search X Default Threat

All Alerts
My Alerts
Assigned Alerts

Unassigned Alerts

Critical Alerts
Profile Based Alerts r &
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Severity ~

Settings + Add

oeMe Support

+ Add Alert Profile
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1-80f8 100 ~ Add/Remove Columns

Owner Name ~ Status ~ Message

2017-09-08 02:24:09 ela-demo-win

2017-08-07 09:50:35 ela-demo-win
2017-09-07 09:27:32

ela-demo-win

2017-09-07 09:26:13 ela-dema-win
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High

High
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ASA-6-106015:Malicious IP(s) detected - 188
Open {no connection) from 188.190.98.6/43316 tc
interface outside

ASA-6-106015:Malicious IP(s) detected - 188
Open {no connection) from 188.190.98.6/43316 tc
interface outside

ASA-6-106015:Malicious IP(s) detected - 188
Open {no connection) from 188.190.98.6/43316 tc
interface outside

ASA-6-106015:Malicious IP(s) detected - 188
Open (no connection) from 188.190.98.6/43316 t
interface outside
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